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VPN Activation Flowchart (for Mac)

Install “Google Authenticator” | This app will generate the dynamic password for you to
on your smart devices access the VPN service
4 N\
Install “Forticlient VPN on This program is required for the setting up the VPN
your Mac connection
- J
s N NPT . R
Setup “VPN Activation | Th@ VPN service is d1.sabl‘ed by‘ default unt.11 user’s
Service” activation, and the activation will become invalid if the
. ) service is not used for 90 days.
( ) After activation, you will receive a notification of a QR
Check your notification email |~ code, which is required for ”Google Authenticator” to
L ) generate your dynamic password
4 N\
Enjoy VPN service |- You are now allowed to use our VPN service
- J
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| .Install “Google Authenticator” on your smart devices

Android

108

app

Search “Google Authenticator” on Google Play
or scan this QR code to download/install the

Search “Google Authenticator” on App Store or
scan this QR code to download/install the app

Step-by-step instructions (using Android as an example)

Stepl :

Search ”Google Authenticator”
on Google Play, and click
“Install”

Step2 :
click “CONTINUE”

O] | % © 7N 74% § 10:01

& Q
Google
Authenticator
Google LLC

4.2% 10M+

200K reviews Downloads Rated for

3H+0O

Install

About this app 2>

Enable 2-step verification to protect your
account from hijacking.

Complete account setup

Review your account to continue installing
apps on Google Play.

Step3 :
click “SKIP” button

Complete account setup
citynik2.kt@gmail.com

Add a payment option to complete your account.
You won't be charged unless you make a purchase.

®
O]

Add credit or debit card

Redeem code

CONTINUE
2
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Step4 - Steps - Step6 -
Wait till the installation After installation, click “Open” |click “BEGIN” button
complete to start the app
| .. 3 @ FWN73% m10:09 | b % @ FW73% @102 " — D
& Qi 3 Q i
Google Google
‘ Authenticator Authenticator
’ Installing... Google LLC
@ Verified by Play Protect
Uninstall
Cancel
You might also like <>
You might also like - . . . e
©\ 0og 0 or o o o d
LINE: Free Calls & Microsoft Google Translate  Mi . QICOC app generate foryo
LINE: Free Calls & Microsoft Google Translate  Mi Messages Authenticator 4.4% oL
Messages Authenticator A4% Ou 42% 4.5% 4.
4.2% 4.5% 4 BEGIN
42% 10M+
4.2% 10M+ 200K reviews Downloads Rated for
200K reviews Downloads Rated for 3+0
3+ 0
Step7 : Steps - Step9 :

Read the descriptions and swipe
left to the next

3 @ FTW73% §10:13

Signing in to Google

Whenever you sign in to Google, you'll enter your
username and password as usual.

When you're asked for a code you'll be able to
get one from this app.

Read the descriptions and swipe
left to the next

3 @ FW73% §10:13

Stay safe & in control

578969

When you sign in with a device you trust, you can
tell us to stop asking for codes on that device.

You'll still be covered because we'll ask for codes
when you (or anyone else) tries to sign in to your
account from other devices

Read the descriptions and click
“DONE”

3 @ FW73% m10:13

Ready to add account?

o

Remember, you can update your settings any

time at g.co/2sv
.

a
®

Update your phone numbers

Create other backup options

Turn off 2-Step Verification
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Stepl0 - Stepl1 -
Click “Scan a barcode” Click “Allow” to enable the
camera functions in the app
| % @ TW73% m10:13 3 @ TWN73% 1014

Add an account

You can add an account selecting one of the

following options:

m Scan a barcode

B Enter aprovided key [5) Allow Authenticator
to take pictures and
record video?

DENY | ALLOW

I1.Install “FortiClient VPN” on your Mac

A.Open your browser (using Chrome as an example) and input
“https://FortiClient.com/downloads” in the URL bar. Please download a version compatible

with your Mac OS :
Mac OS FortiClient
10.12 under version 6.2.6
10.13 under version 6.4.1
10.14 under version 6.4.3
10.15 7.0.0t06.0.9
11 7.0.00r6.4.3
Download version 7.0 as an example, click “FrotiClinet VPN ”
Free Trials and Product Downloads Rt
e

Free Trials Product Downloads

FortiClient

FortiClient 7.0

B.Scroll down the page and click “Download ” to download the file
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FortiClient VPN
The VPN-only version of FortiClient offers SSL VPN and IPSecVPN, but does not include any support. Download the best VPN software for multiple
devices.
1 5
Remote Access H
. Download VPN for Download VPN for MacOS Download VPN for Linux
./ S8SL VPN with MFA

Windows

./ IPSEC VPN with MFA
DOWNLOAD DOWNLOAD .rpm
DOWNLOAD

Download VPN for Android Download VPN for Linux

Download VPN for iOS

DOWNLOAD DOWNLOAD .deb
DOWNLOAD

C.Install

1. After the "FortiClientVPNOnlinelnstaller" program is downloaded,

please find the program in "Downloads", left click twice, and then Downloads
click the "Open" button. °

[ ) @ _ FortiClientUpdate
ﬁ% g "FortiClientUpdate” is an app downloaded from the
- S Internet. Are you sure you want to open it?
FortiClientUpdate 0 \

www.forticlient.com

Don’t warn me when opening applications on this disk image

Cancel Show Web Page Open

2.Wait for " Downloading FortiClient

- Downloading FortiClient
< ‘?i
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3.Click " Install |

FortiClient VPN 6.2.1is downloaded

Install

D.Please follow the instructions to complete the installation

Stepl : Click "Continue"

Step2 : Click "Continue"

[ ] @ Install FortiClient

Welcome to the FortiClient Installer

e Introduction FortiClient for Mac OS X is a unified security agent for computers
that integrates antivirus, SSL and IPsec VPN remote access, web
filtering, ication firewall and ility scan into a single
software package. FortiClient for Mac OS X has a user-friendly
interface that allows for quickly setting up protection for your
computer.

[ ] @ Install FortiClient

Software License Agreement
English

Fortinet Product License Agreement / EULA and Warranty Terms
and

Introduction

e License

Fortinet®, i , and i registered of Fortinet, Inc., and
other Fortinet names herein may aiso be lradamarks registered or otherwise, of
Fortinet. Al other product or company names may be trademarks of their respective
owners. Copyright © 2017 Fortinet, Inc., All Rights reserved. Contents and terms are
subjed o change by Fortinet without prior notice. No part of this publication may be

in any form or by any means or used to make any derivative such as
trunslahon tran:lomm-on or adaptation without permission from Fortinet, Inc., as
stipulated by the United States Copyright Act of 1976.
Product License Agreement
The parties to this agreement are you, the end customer, and either (i) where you have
purchased your Product within the Americas, Fortinet, Inc., or (ii) where you have
pumhasod your Pmduu outside of the Americas, Fortinet Singapore Private Limited
(each in as "Fortinet") .CAREFULLY READ THE FOLLOWING LEGAL
AGREEMENT (THE OR THIS "AGREEMENT" OR “EULA"). USE OF FORTINET
PRODUCT(S) AND ANY UPDATES THERETO, INCLUDING HARDWARE APPLIANCE
PRODUCTS, SOFTWARE AND FIRMWARE INCLUDED THEREIN BY FORTINET,
AND STAND-ALONE SOFTWARE PRODUCTS SOLD BY FORTINET (TOGETHER,
THE "PRODUCTS") CONSTITUTES ACCEPTANCE BY YOU OF THE PROVISIONS IN
THIS AGREEMENT. FORTINET SHALL NOT BE BOUND BY ANY ADDITIONAL AND/
OR CONFLICTING PROVISIONS IN ANY ORDER, RELEASE, ACCEPTANCE OR
OTHER WRITTEN CORRESPONDENCE OR OTHER WRITTEN OR VERBAL
COMMUNICATION UNLESS EXPRESSLY AGREED TO IN AWRITING SIGNED BY

Print.. M

Save... Go Back Continue

Step3 : After reading the license, click "Agree"

Step4 : Click "Install"

& Install FortiClient

To continue installing the software you must agree to the terms of the
software license agreement.

Intt Click Agree to continue or click Disagree to cancel the i

e Lic thelnstaller.

and quit

Read License Disagree

translation, transformation, or adaptation without permission from Fortinet, Inc., as
stipulated by the United States Copyright Act of 1976.
Product License Agreement
The parties to this agreement are you, the end customer, and either (i) where you have
purchased your Product within the Americas, Fortinet, Inc., or (ii) where you have
purchased your Product outside of the Americas, Fortinet Singapore Private Limited
(each referred to herein as "Fortinet”) .CAREFULLY READ THE FOLLOWING LEGAL
ORTHIS OR *EULA"). USE OF FORTINET
PRODUCT(S) AND ANY UPDATES THERETO, INCLUDING HARDWARE APPLIANCE
PRODUCTS, SOFTWARE AND FIRMWARE INCLUDED THEREIN BY FORTINET,
AND STAND-ALONE SOFTWARE PRODUCTS SOLD BY FORTINET (TOGETHER,
THE "PRODUCTS") CONSTITUTES ACCEPTANCE BY YOU OF THE PROVISIONS IN
THIS AGREEMENT. FORTINET SHALL NOT BE BOUND BY ANY ADDITIONAL AND/
OR CONFLICTING PROVISIONS IN ANY ORDER, RELEASE, ACCEPTANCE OR
OTHER WRITTEN CORRESPONDENCE OR OTHER WRITTEN OR VERBAL
COMMUNICATION UNLESS EXPRESSLY AGREED TO IN A WRITING SIGNED BY

Print... Save... Go Back Continue

(] @ Install FortiClient

Standard Install on “Macintosh HD"

Introduction This will take 69 MB of space on your computer.

License Click Install to perform a standard installation of this software
Destination Select for all users of th]s computer. All users of this computer will
be able to use this software.

o Installation Type

Go Back Install
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Step5 : Please use Touch ID or enter a password [Step6 : Please click the "Close"
to allow this project to be executed

28 @ Install FortiClient a
Thei ion was
S Installer is trying to install new software.
/7 N\ .
( {ﬁ@\ \l  Touch ID or enter your password to allow this. N "Ttmduc“on
))//) i » License
= Destination Select
. Use Password...  Cancel o Installation Type

® Jstelition The installation was successful.
@ Summary

The software was installed.

111.Setup “VPN Activation Service”

A Please go to “Administrative Service” system of Academia Sinica and click “Individual” , or
open page: https://asbpm.its.sinica.edu.tw

Administrative Service @D #x&iseicetit

SSO application | Change Password | Forget Password

7\

V9452 ; ] f
g’\']gj?j’y <> General %EE,},;
Affairs

B.Please click “VPN Activation”

~N


https://asbpm.its.sinica.edu.tw/
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Administrative Servic

S50 application | Change Password | Forget Password

AXEH
General
Affairs

Note that you may need to login the Administrative Service page using your SSO account and
password.

Academia Sinica Login Service Forgot Your Password?  Register | ENGNSATY FERSE

Academia Sinica Login Service

User Login

Notice

« Academia Sinica(AS) staff, included retired, please login with your SSO account
« Non-AS people please login with the e-mail, assigned by invitation or registered in this service.

Account
Password

@ Remember Me

Forgot Your Password?

Please click “Approve” in the “Sinica BPM System” dialog window

English 3z

Notice of authorization

tHH R f2 4 Sinica BPM System

FEEHRAZEATRHERES - EMail - 320832 - 1518 -

RAETRHE R ¢
VRS R ARLFREM (ERET R OGRET)
2RBEARHEBU AR ARERU - 2G5 FEAREEHREAZHAS

(o]
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C.After you log in the Sinica BPM System, please proceed the following steps:
1.click the “Forms” tag

2.Click “ All processes and applications”

3.Click “Administrative Service”
4.Click “VPN Activation Application”
5.Click “Initiate Process” button

PR A RKE L1 —— = Q)
ACADEMIA SINICA
Tasks m TO-DO You have 0 To-Do tasks
Initiator “ Keyword ¥ | [Please enter a keyword Receiving Time 7 | qQ ® vi/0
8 ﬁwmmbﬁ(mmm-stratwe | No Priority Process Name Task Name  Keyword Initiator Sender Due Date  Received Time vDeputy State
Service
v /0

4 | VPNE# H{ER(VPN |
Activation Application)
Priority Normal v

Role | ‘& if\RT5E- W AR ERTE

- Start Tracking

6.In the application form, select “Activate” in the “Apply” top-down menu

7.Click the “Submit” button on the left-top corner of the window

o P & AR

ACADEMIA SINICA

< Submit . ? Print control Flow Control
v B ~

Initiator: N M  Sender: MEE Keyword:

VPN Activation Service
VPN201908210047
Date: (2019/08/21
Applicant

Name: Title:

| Unit: |%%

Email: ite.sinica.edu.tw Phone: | SSO:

Avply:

1.Software installation and instructions can be viewed on :
Website
2. Note that the VPN service will be disabled if you have no VPN activities for 90 days. You

will need to re-activate your account in order to enable the VPN service.

3.If the OTP key is lost. please contact ITS.

After submission, there will be a pop-up dialog showing you have completed the application.
Please click “OK” button.
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This process has been completed.

OK

Note : that the VPN service will be disabled if you have no VPN activities for 90 days. You
will need to re-activate your account in order to enable the VPN service.

8.Please click the (I) icon to log out Sinica BPM System.

P By ot HE'_ @

| A® v]/0
nder Due Date = Received Time vDeputy State

1V.Check vour notification email

A.Please log in your Gate email account and find the email entitled “® + # 7 Fx VPN JRj% ¢
* gL i & i 7 (Academia Sinica VPN service activate Success Notification)”

B.Please open the email, switch to “HTML” mode”, and click “Unblock, display external
images inside this mail. Display images from its by default”

C.You will find the QR code at the attachement or at the bottom of the mail

meiko Inbox
Compose ® Reply (@ Reply Al G Forvward » | @ Tag v (SMoveto v | () « | View = More v 5668 Mails), 1 /227 Page(s)
Lo N
e - @ P R T4 R L M nomtees St 4 $eveH LGN BecEns SenRcHEed " 190820 11:05 7K °
= Sy Pu B FARRER_ARND A TLANTN o T Ly 1908291039 20K
b O i R LI - L P et emimemiel 1908291039 21K
LR TR S TS 1908291035 3K
= B~ PRUR VPN VPN service - 1908201018 0K
@ . WTIE: LPTIE N —ATEEE 1908200838 3K
P From ke ' ORI Bal~
Subject PRATIR VPN B RIEANRIELIHBI (Academia Siica VPN servics actate Success Noticason)
b= Date Thu, 29 Aug 2019 10.18:29
s AT
- ' i N T T - TSN W W Al W W et s b SERCGAE MR BAE.LEA A3 5 DU NE. W BDSAS B WL
— - - = “Seug - - -
—— e e, pmsas e - ‘ ~ "~
-
= emmpmme o TR TR TR et - i - -
- -
- - e
-
-1
i
-
Contacts
Info Center

ERELUNSS

Preferences

D.Please use the “Google Authenticator” app, which you have installed in the first step, to scan

10
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the QR code in the email

Use the “Google Authenticator” app to scan

The app will show a dynamic password that

the QRCode in the email refreshes every 30 seconds.
Subject VPN One Time Password(C gim TR
Date: Tue, 20 Aug 2019 15:31:47
Attachment{1}: | .. go pimi Google Authenticator
(1KB)

Account added

Academia Sinica VPN OTP i ges E

When you're asked for a verification code, get
it here. The code changes frequently, so no
need to memorize it.

ADD ACCOUNT

V.Enjoy VPN Service

A.Open the “FortiClient VPN” program that you have installed the Step 2

1.Find the FortiClient VPN program in all programs and click "}

Home Stocks Voice Memos

(; L L)
T
~

FortiClient

® Pages ® PhotoScape X

oY

Microsoft Word
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B.Click “I acknowledge...” and then “I accept” when you first time use the “FortiClient VPN”
application

File Help

@ FortiClient VPN

Welcome to FortiClient VPN!

This is a free version of FortiClient VPN software with limited feature support
Please upgrade to the licensed version for advanced features and technical
support.

l acknowledge that this free software does not come with any product

support. | will not contact Fortinet technical support for any issues
experienced while using this free software.

C.Click “Configure VPN” button

L oK J FortiClient -- The Security Fabric Agent

A &4 0 0 a

Upgrade to the full version to access additional features and receive technical support.

Configure VPN

D.Please follow the instructions to configure the VPN settings
1.Connection Name (required): Please give a name for the VPN connection
2.Description (optional): Please give some descriptions to this connection
3.Remote Gateway(required): Please input vpn.sinica.edu.tw

4.Customize port (do not change) - please keep the default value 443

12
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5.Authentication: please keep the default value “Prompt on login”
6.0ther settings, please keep the default value

7.Please click the “Save” button

@ @ FortiClient -- The Security Fabric Agent

Upgrade to the full version to access additional features and receive technical support.

New VPN Connection

VRN SSLVPN [ tPsecven ]
Connection Name
Description
+Add Remote Gateway
L I Customize port 443
Client Certificate None

Authentication o Prompt on login ) save login

L I Do not Warn Invalid Server Certificate

Coms | s ]

E.In the following log-in page, please follow the instructions to input:
1.VPN Name: please select the connection name that you input in the previous step

2.Usename: Please enter your "Gate e-mail account" (eg. abc(@gate.sinica.edu.tw or
abc@sinica.edu.tw)

3.Password: Please enter the password for your Gate e-mail account, following by the 6-digit
number shown in your "Google Authenticator" APP. For instance, if your Gate e-mail
account password is XXXXXX and the 6-digit number on the APP is 000000, you should
input XXXXXX000000 here.

4.Finally, please click the “Connect” button.
Note that, the 6-digit number is valid for 30 seconds only. After that, the APP will refresh
the number, and you will have to use the new version 6-digit number to form your new
password.

13
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[ JON ] FortiClient -- The Security Fabric Agent

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

| ..} 3 © TW73% m10:14

Google Authenticator

D Account added
° =

- |

Academia Sinica VPN OTP - E

VPN Name ‘ sinica A=
When you're asked for a verification code, get
Username it here. The code changes frequently, so no
need to memorize it.
Password

Connect

F.Once you are connected to the VPN service, you will see “VPN (¢
corner of the window, as well as the ﬂ icon on the top-right ¢

you will see the "VPN your name is Connected" window flashing past.

@ FortiClient Edit Help G[O]® = e @ FfioaraM Q Q@ =
L 3 v

asbpm.its.sinica.edu.tw
@ FortiClient
VPN M is connected

v ACADEMIA SINICA

# & 0 0 a

initiator: [l Sender: [l e % =

UNLICENSED
VPN Connected

VPN Name
IP Address
Username =
Duration 00:00:04
Bytes Received 12.67 KB
Bytes Sent 10.01 KB

Disconnect

G.You can click “Disconnect” to disconnect this VPN service too.

14
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T - 1 W VPN Mei

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

UNLICENSED

VPN Connected

-

VPN Name
IP Address
Username u
Duration 00:00:04
Bytes Received 12.67 KB
Bytes Sent 10.01 KB

Disconnect

—-END--

15



