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VPN Activation Flowchart (for PC)

Install “Google Authenticator” | This app will generate the dynamic password for you to
on your smart devices access the VPN service
4 N
Install “Forticlient VPN on This program is required for the setting up the VPN
your PC connection
o J
- B ... . R
Setup “VPN Activation | Th@ Vl?N service 1s d1.sab1‘ed by' default unt.11 user’s
Service” activation, and the activation will become invalid if the
. y, service is not used for 90 days.
( ) After activation, you will receive a notification of a QR
Check your notification email |~ code, which is required for ”Google Authenticator” to
L ) generate your dynamic password
4 N
Enjoy VPN service |- You are now allowed to use our VPN service
G J
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|.Install “Google Authenticator” on your smart devices

Android

108

Search “Google Authenticator” on Google Play
or scan this QR code to download/install the

app

Search “Google Authenticator” on App Store or
scan this QR code to download/install the app

Step-by-step instructions (using Android as an example)

Stepl :

Search ”Google Authenticator”
on Google Play, and click
“Install”

Step2 :
click “CONTINUE”

O] | % © 7N 74% § 10:01

& Q
Google
Authenticator
Google LLC

4.2% 10M+

200K reviews Downloads Rated for

3H+0O

Install

About this app 2>

Enable 2-step verification to protect your
account from hijacking.

Complete account setup

Review your account to continue installing
apps on Google Play.

Step3 :
click “SKIP” button

Complete account setup
citynik2.kt@gmail.com

Add a payment option to complete your account.
You won't be charged unless you make a purchase.

®
O]

Add credit or debit card

Redeem code

CONTINUE
2
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Step4 - Steps - Step6 -
Wait till the installation After installation, click “Open” |click “BEGIN” button
complete to start the app
| .. 3 @ FWN73% m10:09 | b % @ FW73% @102 " — D
& Qi 3 Q i
Google Google
‘ Authenticator Authenticator
’ Installing... Google LLC
@ Verified by Play Protect
Uninstall
Cancel
You might also like <>
You might also like - . . . e
©\ 0og 0 or o o o d
LINE: Free Calls & Microsoft Google Translate  Mi . QICOC app generate foryo
LINE: Free Calls & Microsoft Google Translate  Mi Messages Authenticator 4.4% oL
Messages Authenticator A4% Ou 42% 4.5% 4.
4.2% 4.5% 4 BEGIN
42% 10M+
4.2% 10M+ 200K reviews Downloads Rated for
200K reviews Downloads Rated for 3+0
3+ 0
Step7 : Steps - Step9 :

Read the descriptions and swipe
left to the next

3 @ FTW73% §10:13

Signing in to Google

Whenever you sign in to Google, you'll enter your
username and password as usual.

When you're asked for a code you'll be able to
get one from this app.

Read the descriptions and swipe
left to the next

3 @ FW73% §10:13

Stay safe & in control

578969

When you sign in with a device you trust, you can
tell us to stop asking for codes on that device.

You'll still be covered because we'll ask for codes
when you (or anyone else) tries to sign in to your
account from other devices

Read the descriptions and click
“DONE”

3 @ FW73% m10:13

Ready to add account?

o

Remember, you can update your settings any

time at g.co/2sv
.

a
®

Update your phone numbers

Create other backup options

Turn off 2-Step Verification
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Stepl0 - Stepl1 -
Click “Scan a barcode” Click “Allow” to enable the
camera functions in the app

| ¥ @ FTW73% §10:13 3@ TN73% §10:14

Add an account

You can add an account selecting one of the

following options:

m Scan a barcode

BB Enter a provided key m Allow Authenticator
to take pictures and

record video?

DENY | ALLOW

I1.Install “FortiClient VPN” on yvour PC

A.Open your browser (using Chrome as an example) and input
“https://FortiClient.com/downloads” in the URL bar

F::RTINET. ENTERPRISE SMALL MID-SIZED BUSINESSES SERVICE PROVIDERS PARTNERS
——
NETWORK CLOUD SECURITY ZERO TRUST SECURITY-AS-A- DISCOVER
SECURITY SECURITY OPERATIONS ACCESS SERVICE MORE

FortiGuard Outbreak Alerts: what you need to know about the latest cybersecurity attacks

Free Trials and Product Downloads

Free Trials Product Downloads

FortiClient

FortiClient 7.0

ZTNA Edition
EPP/APT Edition
SASE SIA Edition

FortiClient EMS

FortiClient VPN only
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B.Scroll down the page and click “Download ” to download the file
FortiClientVPNOnlineInstaller.exe

FortiClient VPN

The VPN-only version of FortiClient offers SSL VPN and IPSecVPN, but does not include any support. Download the best VPN software for multiple

devices.
g
B
Remote Access L[]

Download VPN for Download VPN for MacOS Download VPN for Linux
Windows

\/ IPSEC VPN with MFA
DOWNLOAD DOWNLOAD .rpm
DOWNLOAD
1

Download VPN for Android Download VPN for Linux

./ SSL VPN with MFA

Download VPN for iOS

DOWNLOAD DOWNLOAD .deb
DOWNLOAD

C.After the download completion, click the file to start the installation. Please be patient as it
may take a while, and please click “Yes” if you are asked questions.

FortiClient VPN

The VPN-only version of FortiClient offers SSL VPN and IPSecVPN, but does not incluc

devices.
1|

Remote Access L[|
) Download VPN for D
./ SSL VPN with MFA Windows

./ IPSEC VPN with MFA

DOWNLOAD

05

Download VPN for i0S

DOWNLOAD

D

=] FortiClientVPMNO._exe A
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D.Please follow the instructions to complete the installation

Stepl : Click “Yes”, allow “this app to make
changes to your device”

g FortiClient VPN Online Installation

Verified publisher: Fortinet Technologies (Canada) Inc.
File origin: Hard drive on this computer

Show more details

Step2 : Click “Yes, I have read and accept the”
and then click “Next” button

# FortiClient VPN Setup = X

Welcome to the FortiClient VPN Setup Wizard

The Setup Wizard will install FortiClient VPN on your computer. Click Next to
continue or Cancel to exit the Setup Wizard.

=2
4..

e

[ ves, 1have read and accept the | [License Agreement [ text | [ cancel ]
Step3 : Click “Next” button Step4 : Click “Install” button
ﬂ FortiClient VPN Setup - X ﬂ FortiClient VPN Setup - X
Destination Folder ams e R ams
Click Next to install to the default folder or dick Change to choose another. =.= y o an =.=
Install FortiClient VPN to:
Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.
IC :\Program Files\Fortinet\FortiClient\,
Back [ Next | | concel Back |[ Instal | | cancel

StepS : The installation completes. Please click
“Finish” button.

# FortiClient VPN Setup — X

Completed the FortiClient VPN Setup Wizard

Click the Finish button to exit the Setup Wizard.

S
4-.

_—

Back

Cancel
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111.Setup “VPN Activation Service”

A Please go to “Administrative Service” system of Academia Sinica and click “Individual” , or
open page: https://asbpm.its.sinica.edu.tw

Wi pENR | <SS SXK = LitEis

Accounting Inventory = Gpﬁ?gi;(:l Others

Note that you may need to login the Administrative Service page using your SSO account and
password.



https://asbpm.its.sinica.edu.tw/
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English =54

User Login

Notice

Account

Remember Me

Forgot Your Password?

Please click “Approve” in the “Sinica BPM System” dialog window

emia Sinica Login Service English F3z

Notice of authorization

RS 2 & Sinica BPM System

C.After you log in the Sinica BPM System, please proceed the following steps:
1. click the “Forms” tag

2. Click “All processes and applications”

3. Click “Administrative Service”

4. Click “VPN Activation Application”

5. Click “Initiate Process” button
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PR A RE LT —— "{ :" = O
ACADEMIA SINICA

Tasks TO-DO You have 0 To-Do tasks
W O] 2 D C A Initiator *{ Keyword ¥ |[Please enter a keyword Receiving Time ~ ‘ Q ® v]/0
& BeIBE R (Administrative | No Priority Process Name Task Name  Keyword Initiator Sender Due Date  Received Time vDeputy State
Service

[— v /0
4 VPNET# H{ER(VPN
Activation Application ’
Priority 'Normal ¥

Role | SR F5 - 1 RECEMIE ©

' start Tracking

6. In the application form, select “Activate” in the “Apply” top-down menu

7. Click the “Submit” button on the left-top corner of the window

PR AR
ACADEMIA SINICA

< Submit Yy Mode ’_7 Print control Flow Control
v N v

Initiator: N M  Sender: EE Keyword:

VPN Activation Service
[VPN201908210047|
Date:  (2019/08/21

Applicant

Name: | « = = Title:

‘ Unit: |35

Email: % te.sinica.cdu.tw Phone: | SSO:

Apply:

1.Software installation and instructions can be viewed on :
Website

2.Note that the VPN service will be disabled if you have no VPN activities for 90 days. You
will need to re-activate your account in order to enable the VPN service.

3.If the OTP key is lost. please contact ITS.

After submission, there will be a pop-up dialog showing you have completed the application.
Please click “OK” button.

- System Message: x

This process has been completed.

OK

Note that the VPN service will be disabled if you have no VPN activities for 90 days. You will
need to re-activate your account in order to enable the VPN service.
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8. Please click the (l) icon to log out Sinica BPM System.

= lz' = =

O

~ a® v1/0
nder Due Date  Received Time vDeputy State

1V.Check vour notification email

A Please log in your Gate email account and find the email entitled " ¥ & 77 3 &+ VPN JRi*
¢ * JE UMW = 7 & (Academia Sinica VPN service activate Success Notification) | ”

B.Please open the email, switch to “HTML” mode”, and click “Unblock, display external
images inside this mail. Display images from its by default”

C.You will find the QR code at the attachement or at the bottom of the mail

mei Inbox
Compose (#Reply (@Reply Al (A Forward » @ 7Tag » (9 Movetow | (X) =  View~ More v 5668 Mailis), 1 /227 Page(s)
P s e s
I - i Sl RS T 8 RN Lt R semes S 4 b0l LOG MCTERE S RCEed - 190820 11:05 7K
= P 2 PLERER AW 4TSN R 1908291038 20K
b — - LR DL L ] wemimen Ly 1908291039 21K
LR DTS —NTEE 1908291035 3K
@ © PAVRR VPN ctivate Success Noticaton) - 1910820 10:18  OK
WU LmIEn b LT 1908200938 3K .
_ From .8 . Om@ el -
Subject DRFRIR VPN BRERRRREIHEN (Academia Snica VPN senice actate Success Notficabon) =
(TS Thu, 29 Aug 2018 10.18:29

Date:
e e

B RN :

10
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D.Please use the “Google Authenticator” app, which you have installed in the first step, to scan
the QR code in the email

Use the “Google Authenticator” app to scan The app will show a dynamic password that
the QRCode in the email refreshes every 30 seconds.

gim 3 @ TWN73% m10:14

Google Authenticator

Account added

Academia Sinica VPN OTP E

When you're asked for a verification code, get
ithere. The code changes frequently, so no
need to memorize it.

ADD ACCOUNT

V.Enjoy VPN Service

A.Open the “FortiClient VPN” program that you have installed the Step 2

Method 1 : Click the [BY icon on the toolbar and double-click left mouse button on the
icon to open the program

&

‘ 2]

"&“ FortiClient 6.2.1.0831

av v

3
) T4 04:00
~Amd zBo 2019/8/19

11
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Method 2 * Click “FortiClient VPN in the menu to open the program

FortiClient VPN

New

FortiClient VPN

B.Click “T acknowledge...” and then “I accept” when you first time use the “FortiClient VPN
application

File Help

Welcome to FortiClient VPN!

This is a free version of FortiClient VPN software with limited feature support
Please upgrade to the licensed version for advanced features and technical
support

I acknowledge that this free software does not come with any product

support. | will not contact Fortinet technical support for any issues
experienced while using this free software.

C.Click “Configure VPN” button

12
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FortiClient -- The Security Fabric Agent
File Help

D.Please follow the instructions to configure the VPN settings

1. Connection Name (required): Please give a name for the VPN connection

2. Description (optional): Please give some descriptions to this connection

3. Remote Gateway(required): Please input vpn.sinica.edu.tw

4. Customize port (do not change) * please keep the default value 443

5. Authentication: please keep the default value Prompt on login

6. Please click the “Save” button

(&) FortiClient -- The Security Fabric Agent

File Help

Upgrade to the full version to access additional features and receive technical support.

New VPN Connection

+Add Remote Gateway
[7] customize port 443

Client Certificate None

Connection Name
Description

Authentication

|° Prompt on login I O Save login

D Do not Warn Invalid Server Certificate

I |

13
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E.In the following log-in page, please follow the instructions to input:
1. VPN Name: please select the connection name that you input in the previous step

2. Usename: Please enter your "Gate e-mail account" (eg. abc(@gate.sinica.edu.tw or
abc@sinica.edu.tw)

3. Password: Please enter the password for your Gate e-mail account, following by the 6-digit
number shown in your "Google Authenticator" APP. For instance, if your Gate e-mail account
password is XXXXXX and the 6-digit number on the APP is 000000, you should input
XXXXXX000000 here.

4. Finally, please click the “Connect” button.
Note that, the 6-digit number is valid for 30 seconds only. After that, the APP will refresh
the number, and you will have to use the new version 6-digit number to form your new
password.

(&) FortiClient -- The Security Fabric Agent - X
File Help

FW73% §10:14
Upgrade to the full version to access additional features and receive technical support. 30 FW73% A

Google Authenticator

Account added

SR ==
3} 5
( * Academia Sinica VPN OTP i E
4 When you're asked for a verification code, get
it here. The code changes frequently, so no
need to memorize it

ADD ACCOUNT

VPN Name | Sinica v

Username

Password

F.Once you are connected to the VPN service, you will see “VPN Connected” on the top-left

corner of the window, as well as the icon on the right-bottom toolbar. You can click

“Disconnect” to disconnect this VPN service too.

14
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Upgrade to the full version to access additional features and receive technical support.

| VPN Connected

Jm—

VPN Name Academia Sinica VPN/OTP
IP Address
Username
Duration 00:00:07
Bytes Received 4.6 KB
Bytes Sent 7.66 KB

Disconnect

FortiClient - Connected to Meiko -
Sent: 8.33 KB, Recv: 3.10 KB

) ———————+ 100%

F4 04:40

Ak 2019/8/19

G.Once the VPN connection is disconnected, you will see the message “SSL VPN Connection is
down” on the screen.

FortiClient

S N connection |

v

15



